
6 Password Tips to Protect Your Data

Make your password unique and interesting.  The tendency 
to simplify your passwords and repeat them makes them 
prone to attack. If you're going to have a security system, 
you want it to work, right? Effective passwords are suffi-
ciently long (8 or more characters) and combine upper and 
lowercase letters along with numbers and symbols. 

Don't repeat.  Do not use the same password for more than 
one site. If you do, when one password is stolen it can be 
used to compromise more than one account. Think of a 
system that makes sense to you, but is not easily guessed 
by others, to vary your passwords.  

Protect your password. No, a sticky note in your desk 
drawer or on your monitor is not sufficient. If you must 
write down your password, don't save it electronically. If 
your computer is hacked, then you've just given the crimi-
nal access to all your accounts when he stumbles on your 
"my passwords" document. Store any written passwords in 
a secure location, like a safe. 

Employ two-factor or multi-factor authentication (2FA/MFA). 
Adding an extra step to your log-in credentials bolsters your 
protection. It might be a fingerprint, a pin sent to your 
phone, or a security question you need to answer. Stolen 
credentials may become useless to a thief if you have this 
extra layer of protection. Check your account settings and 
add MFA if it's available.

Watch what you share online. Giving the world insight into 
your personal life on social media or elsewhere can make 
passwords and answers to security questions easier to 
guess. It also gives cybercriminals information to launch ef-
fective spear phishing attacks.  Oversharing equals more 
exposure to cybercrime.

Change your password (maybe). The thinking on the value 
of regular changes to passwords has evolved. You should 
change your password if you are going to strengthen it, but 
changing it too often may result in weaker passwords or 
repeat passwords if your creativity and patience runs short. 
Of course, if there's an event that suggests your password 
may have been compromised, by all means, change it. 
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Focus Data Solutions is a technology company that works 
with a wide array of clients in Northern Virginia and the 
DC metro area to fulfill their technology needs. From 24/7 
monitoring and service, network security and preventative 
maintenance, to web and email hosting, network 
relocation, backup and disaster recovery, FDS offers the IT 
services companies need to meet their business goals. 

1020 N. Fairfax Street, Suite 400 | Alexandria, VA 22314 | www.focusdatasolutions.com

For Additional Information Please Contact 
Jeremy Hodges at jhodges@focusdatasolutions.com or 703-836-0080


